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Abstract. In this work we broadened the impact of the so called
Metamorphic relationships (MR’s) in the formal verification phase. We
showed the potential of our behavioral framework called FVS (Feather
Weight Visual Scenarios) to successfully denote metamorphic properties
in diverse, complex and meaningful domains such as UAV’s flying mis-
sions and operating systems for On Board Computers (OBC) for nano
satellites. We employed MR’s to validate behavior in a BIG-DATA con-
text, where possible a large amount of data and information seen as
traces must be verified but also a novel way to relate different goals and
UAV’s configurations in the context of the dynamic adaption of AUV’s
missions due to changes in the requirements. In addition, we explored
complementary behavior as a possible source for obtaining MR’s.

Keywords: Metamorphic behavior · Adaptive Systems · Temporal
Planning

1 Introduction

Software engineering can be described as a set of techniques, tools and processes
aiming to produce quality software while minimizing its possible flaws and errors.
Typical software engineering phases include, among others, exploring and spec-
ifying system requirements, to analyze and design its features, to describe high
level or architectural interactions between the system’s main components, to
implement it in some framework or language, and to validate and verify the
expected behavior of the system.

Since it was born, Software Engineering has been evolving to cope with the
challenges that new software visions and new computer software paradigms bring
along. Just to mention two examples architectural aspects were incorporated as
a separate and a stand-alone software engineering phase to specify high level
components’ interactions as the complexity of software system grow and grow
[34]. As a second example, agile methodologies [10] were born to leverage the
bureaucracy involved in software development processes.
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Unarguable the data science big bang can be pointed out as one of the most
revolutionary domains in the compute science field in the last few years. Nowa-
days almost any modern device can send and receive information and as a con-
sequence a huge amount of information is out there available to be explored and
analyzed. Important software areas like Machine Learning [28], Data Science
[1] or BIG DATA [31] are gaining each day more relevance in order to extract,
scrutinize and learn from gathered data. These areas deal with distinctive char-
acteristics and requirements. Some of them include handling volatile, unstruc-
tured, diverse and heterogeneous tons of data, managing new ways of dealing
with information flow and communication between components and a much more
rigorous approach to cope with performance and availability concerns. In this
context, some Software Engineering techniques need to evolve somehow to face
these new elements [11,14,22–24,30,36]. Formal verification and validation has
been pinpointed as one of the areas that more urgently need to be tackled. Data
Science systems need to be formally verified. According to [17,23], only two of
nearly one hundred analyzed approaches addressing new software engineering
methods for big data were related to formal validation. These kinds of systems
have been defined as “non testeable’ software [17,30] because the lack of a proper
testing oracle to check their behavior. The problem can be stated as: How the
new version of the system, which now includes the analyzed information, can be
tested? How can the new system be checked against its expected behavior? How
can the expected behavior be specified? How can the software engineer verify if
the system is producing the expected outputs?

Metamorphic Relationships (or more simply MRs) [16,33] have been recently
applied as a way to handle this problematic issue. The objective of MR’s is
to construct connections between behavior and data that help to verify the
system, linking the old version of the system with its newer version. Probably the
most iconic example is a machine learning system focusing on sentiment analysis
classifying a given sentence as positive, neutral or negative. So as to verify the
system MR’s are defined in the following manner: for positive sentences, a new
sentence is build using synonyms of the sentence’s words. This new word should
be classified as positive in the newer version of the system. Similarly, if the new
sentence is build using antonyms instead, then the expected outcome should
be negative. However, how to specify and define the MR’s for every system is
an extremely arduous and error-prone task. Also, defining how many MR’s are
enough is also a tricky point [17].

In [3] we explore FVS (Feather Weight Visual Scenarios) [5–7] as an specifi-
cation language to model and specify MR’s. FVS is a very simple, graphical and
declarative language which holds a very flexible and expressive power notation.
We now build on the top of that work expanding the horizon for MR’s in the
formal verification phase. In this work we applied MR’s in meaningful domains:
Adaptive Systems and Temporal Planning for UAV’s (Unmanned Aerial Vehi-
cle) [25,38–40], and Operating Systems for OnBoard Computers (OBC) for nano
satellites such as CubeSats [32]. This shows the potential of MR’s as a powerful
technique to formally verify a system and the applicability of FVS as an speci-



New Horizons for Metamorphic Relationships in Formal Verification 109

fication language for MR’s. We employed MR’s in two orthogonal styles: in the
usual manner as a way to build a verification oracle but also a a way to relate two
different goals and configuration for UAV’s, which is a very useful feature when
dealing with Adaptive Systems. Finally, we inspected complementary behavior
as a valuable source to define MR’s. This is a very reachable feature in FVS
since it can be automatically generated [8,13].

1.1 Summary

The main contributions of this work can be outlined as:

– Showing the potential of FVS to describe MR’s for UAV’s Adaptive Systems.
– Showing the potential of FVS to describe MR’s for UAV’s Temporal Planning.
– Showing the potential of FVS to describe MR’s for nano satellites’ OBC.
– Exploring the possibility to analyze different goals and UAV’s configurations

employing MR’s
– Automatic generation of MR’s reasoning about complementary behavior.

The rest of this work is organized as follows. Section 2 presents FVS, and
some basic notions of the techniques employed such as Adaptive Systems, Tem-
poral Plannings and OBC’s. The next three Sections describe all the case of
studies: Sect. 3 is focused on FVS and MR’s for Adaptive Systems, Sect. 4 deals
with Temporal Planning and Sect. 5 handles MR’s for a particular OBC oper-
ating systems. Section 6 presents some observations and final remarks regarding
the analyzed examples. Finally, Sect. 7 outlines related work and future lines of
research that may continue this work whereas Sect. 8 concludes.

2 Background

In this section we give some preliminaries notions about FVS, Adaptive Systems,
Temporal Planning and OBC.

2.1 FVS

We now briefly introduce FVS main features. The reader is referred to [5] for
a formal characterization of the language. FVS is a graphical language based
on scenarios. Scenarios are partial order of events, consisting of points, which
are labeled with a logic formula expressing the possible events occurring at that
point, and arrows connecting them. An arrow connecting two points simply
indicates a precedence relationship. The events occurring at the origin of arrow
occur before the events occurring at the destiny point of the arrow. For instance,
in Fig. 1-(a) A-event precedes B -event. Sometimes is necessary to refer to the
very next or previous occurrence of an event. This is shown graphically with
a double ended arrow (see Figs. 1-(b) and 1-(c)). Precedence relationship can
be labeled to restrict behavior between events. For example, consider the FVS
scenario in Fig. 1-d. This scenario is stating that an A-event precedes B -event
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such that C-event does not occur between them. FVS features aliasing between
points. Scenario in Fig. 1-e indicates that a point labeled with A is also labeled
with A ∧ B. It is worth noticing that A-event is repeated on the labeling of the
second point just because of FVS formal syntaxis. Finally, two special points
are introduced as delimiters of the language: a big black circle representing the
beginning of the execution of the system and rounded version standing for the
end of an execution (see Fig. 1-f).

Fig. 1. Basic Elements in FVS

We now introduce the concept of FVS Rules, a fundamental constructor of
the language. FVS Rules take the form of an implication: an antecedent scenario
and one or more consequent scenarios. They work following this concept: when-
ever a trace “matches” a given antecedent scenario, then it must also match at
least one of the consequent ones. The antecedent is a common substructure of
all consequents, enabling complex relationship between points in antecedent and
consequents: our rules are not limited, like most triggered scenario notions, to
feature antecedent as a pre-chart where events should precede consequent events.
Thus, rules can state expected behavior happening in the past or in the middle
of a bunch of events. Graphically, the antecedent is shown in black, and conse-
quent ones in grey. Since a rule can feature more than one consequent, elements
which do not belong to the antecedent scenario are numbered to identify the
consequent they belong to. An example is shown in Fig. 2. The rule describes a
requirement for the FreeRTOS1 operating system used in OBC: the system must
start in the Boot phase of the operating system, and not in the Scheduling or
the ProcessingTasks phase.

Fig. 2. An FVS rule example

1 https://www.freertos.org/.

https://www.freertos.org/
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We now introduce the concept of anti-scenarios. Anti-scenarios can be auto-
matically generated from rule scenarios. Roughly speaking, they provide valuable
information for the developer since they represent a sketch of how things could
go wrong and violate the rule. The complete procedure is detailed in [8,13], but
informally the algorithm obtains all the situations where the antecedent is found
but none of the consequents is feasible. For example, a possible anti scenario for
the previous rule in Fig. 2 is shown in Fig. 3. In this anti scenario a Scheduling
event or an ProcessingTasks event occur prior the occurrence of a Boot event,
thus violating the rule in Fig. 2.

Fig. 3. An anti-scenario example

2.2 Adaptive Systems

Adaptive Systems can be defined as systems that can change their behaviour
to account for conditions that were not foreseen at design time [40]. There is a
tremendous challenge involved in these kind of systems: goals and configuration
of the system must be able to change dynamically. In order to fulfill this objective
a meticulous and rigourous architectural approach must be carefully designed.
Different layers of abstraction are usually introduced to produced satisfactory
results. Lower layers deal with ordinary events while upper layers handle the
non-trivial transition going from the old specification to the new specification. A
clear example of such approaches is described in [40], presenting a hybrid control
architecture that supports runtime swapping of plans, and runtime binding and
unbinding of hybrid components.

In that work a motivating example is given. Suppose a UAV is initially on a
photographic mission over a certain region. Goals and configuration in the form
of temporal logics are provided so that the controller of the UAV can carry on
with its mission successfully. While the mission is on course, a missing person
alert is issued. If the UAV was designed as an adaptive system, its mission
objectives can be dynamically modified without the need for the UAV to return
to the central base to be re started.

2.3 Temporal Planning

Temporal planning [39] guarantees that a certain automated device such as robot
or an UAV will succeed in its task as long as certain explicit and implicit assump-
tions about the robot’s operating environment, sensors, and capabilities hold. A
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given plan can fail if any of the assumptions are violated at runtime. An illus-
trative example is facilitated in [39]. The system is in charge of an UAV tak-
ing photographes in a certain region. An possible planning assumption is that
requesting a photograph upon flying into a discrete region will be actually taken
before exiting that region. Another possible assumption is that a photograph will
completely cover a discrete region if the plane’s roll and pitch are within certain
bounds. These conditions are dynamically verified in [39] employing a so called
monitor that checks that the specified conditions are met during execution.

2.4 OBC and Nano Satellites

In the past ten years the nanosatellite industry grow by a factor of 10x, from as
few as 20 satellites in 2011 to nearly 200 in 2019, and it is estimated that 1800
to 2400 nano/microsatellites will need to be launched over the next 5 years [18,
38]. In particular, CubeSats, have turned out lately as one of the most popular
microsatellites [32]. The CubeSat program was initiated at Stanford University
in 1999 for the purpose of building a low-cost and low-weight satellite.

There are a plethora of different domains where CubeSats satellites are
directly involved: communications, earth remote sensing, space tethering, biol-
ogy, astronomy, space weather exploration and planetary science [32], just to
mention a few.

On BOARD Computers (OBC) must be carefully designed, planned, devel-
oped and verified. For example, battery consumption and other resources are
extremely important since the services the satellites provide heavily rely on
them. An OBC is in charge of the all the satellites services, it monitors them to
ensure their health, and also monitors the status of all the subsystems. An OBC
also interacts with the ground station to send the required telemetry data and
satellite status [19].

One of the most important aspects to decide when developing a OBC is the
operating system to be installed on it. One of the most widely operating systems
used is FreeRTOS. As described on its website, FreeRTOS, originally created as
a real time operating system for micro controllers, is distributed freely under the
MIT open source license, and includes a kernel and a growing set of IoT libraries
suitable for use across all industry sectors.

In [4] the formal verification of the FreeRTOS operating system using FVS
as the specification language is fully provided.

3 FVS and Metamorphic Relationships(MRs) for UAV’s
Missions Adaptation

In this section we define MRs for different planning goals and behavior for UAV’s
missions. The analyzed system is based on the example fully described in [40]. In
that work, several goals and UAV’s configurations are properly defined so that
the artifact can adapt to new missions in a dynamic way. In this example, the
UAV serves as a delivery vehicle transporting packages among some locations. In
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particular, the mission for the UAV is the following. There are three locations,
namely A, B and C ; and three packages to be delivered: P1, P2 and P3. Package
P1 must be delivered to C from A, P2 to A from C and finally, P3 to C from
B. Additionally, it is required that the UAV must not move between locations
without a package to preserve a minimum weight requirement. An initial plan
obtained to achieve UAV’s goals is the following: Starting from location A, the
it grabs P1 and goes to location B, it grabs P3 and then carrying P1 and P3
goes to location C and releases P1 and P3 there. Finally, the UAV grabs P2,
goes to location A and releases P2 there.

We first model this initial behavior in FVS and then we define MR’s relat-
ing old and new plans later in the next subsection. Following the vocabulary
introduced in [40] we employ some of the followings events in the specification:
atLocation (the UAV is the mentioned location), grabPi (the UAV grabs package
Pi) or releasePi (the UAV releases package Pi).

The first two rules (depicted in Fig. 4) defines the expected behavior for trans-
porting package P1. These FVS rules say that packaged P1 must be grabbed
by the UAV when arriving at location A, and must be released when arriving to
location C.

Fig. 4. FVS rules modeling UAV delivery mission for P1 packages

Similarly, rules for packages P2 and P3 are show in Fig. 5.
Now we specify the requirement that establish that the UAV must be always

transporting at least one package. The rule in Fig. 6 shapes the behavior starting
from location A and ending in location B or C. We use the meta event Pi standing
for any type of packages P1, P2 or P3. In few words, the rule says that in every
flight starting from location A carrying an package, the UAV must arrive in a
different location without releasing it. Two analogues rules using location B and
location C as the origin point should be added to complete the requirement
specification.

3.1 MRs for UAV’s Adaptation to New Plans

When new requirements are introduced in the UAV’s missions’ new properties,
new planning strategies and new UAV configurations may be needed. We now
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Fig. 5. FVS rules modeling UAV delivery mission for P2 and P3 packages

Fig. 6. The UAV must be always carrying a package

define MR’s establishing well founded relationships between different plans and
behavior. Following the terminology introduced in [40] we use events as OldSpec
and NewSpec, representing the old specification (prior the introduction of the
new requirements) and new specification (the new configuration for the UAV).

For example, a new location D can be introduced in the system described
earlier, with new delivering instructions: package P1 must be carried from loca-
tion A to location D and package P3 from B to D. Instructions for packages
P2 remain unchanged. The new planning for the UAV is the following: Starting
from location A, grabs P1 and goes to location B, grabs P3, then with P1 and
P3 goes to location C, it grabs P3 and flying with the three packages arrives at
D where P1 and P3 are released. Finally, the UAV grabs P2, goes to location
A and releases P2 there.

These changes imply that some rules shaping the behavior for translating
packages must be modified while others should not be altered. In particular,
the new specification implies that new rules for packages P1 and P3 must be
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introduced while rules for P2 suffer no changes. We introduce MR’s relating old
and new specification. Roughly speaking, if a behavioral property P is changed
introducing a new property P

′
, then only P

′
is valid in the new specification. If

P is not modified, then P is valid in the new specification. This general scheme
is described in Fig. 7.

Fig. 7. MRs relating old and new specifications

As explained in [40] in some cases the new specification can not be started
immediately due to consistency issues between old and new goals. For example,
a statement saying that the UAV artifact can not carry more than two packages
due to weight requirements can affect the new planning since three packages
are carried out together at some point in the new specification. This is solved
introducing a delay between the moment the old specification is dropped and
the new specification takes charge. In this delay status the conditions shaping
the behavior of the UAV’s flight are relaxed so that, for example, a package is
released in the next location, therefore waiting until the new specification can be
loaded. This can be modeled in FVS as a MRs between specifications as shown
in Fig. 8.

Fig. 8. MRs relating delays betweens specifications
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4 FVS and Metamorphic Relationships(MRs) for UAV’s
Temporal Planning

In this section we define MRs in a more traditional way, employing FVS as a
BIG DATA oracle for traces verification. The considered system is based also in
defining specifications for UAV’s flights, but in this case we focus on temporal
planning rather than dynamically switching between specifications like it was
shown in the previous Section. As detailed in [39], temporal task planning guar-
antees a robot will succeed in its task as long as certain explicit and implicit
assumptions about the robot’s operating environment, sensors, and capabilities
hold. The analyzed system in this Section is based on the example introduced
in [39]. An UAV artifact must provide surveillance and search and rescue ser-
vices within a certain region, but considering a non fly zone. Two conditions
are monitored in [39]: 1) avoid entering the non fly zone, and, if entered, the
degree of violation as the distance inside the no-fly zone mustb me measured
and 2): to assure that the area claimed to be covered by the UAV is actually
covered, giving no space to measuring errors to occur. Given the specification
given in [39] for the UAV’s expected behavior we introduce two simple MR’s.
The objective is very simple: if a target is classified as being in a non fly zone, we
change its coordinates so that its included in the fly zone. Similarly, if a person is
detected we change the conditions so that the person is not included in the next
version of the system. This follows a classic technique to obtain MR’s: cases with
similar conditions should belong in the same category and cases with opposite
conditions should belong in opposite categories. In this Section we focus only in
opposite behavior but analogous rules can be introduced considering also similar
behavior. Two FVS rules are shown in Fig. 9 modeling two MR’s for the UAV’s
temporal specification. The rule in the top of Fig. 9 says when the position of
the UAV is altered (changing not being in the non fly zone to being in the fly
zone) then the new result should be ruled out as a fly zone violation. Similarly,
rule in the bottom of the Fig. 9 alters an image to that a person is no longer
detected.

Fig. 9. MRs for temporal planning
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5 FVS and Metamorphic Relationships(MRs) for OBC
Operating Systems

In this section we build some MR’s in a totally different domain: operating sys-
tems for OBC designed for nano satellites missions. The behavior of the FreeR-
TOS Operating System employing FVS as the specification language is fully
detailed in [4]. In this case we build MR’s considering the exact opposite behav-
ior of the rules. Since FVS can automatically generate anti-scenarios for every
rule, MR’s can be automatically generated. This clearly constitute an attractive
feature. We took some of the rules specified in [4] and automatically obtain MR’s
by generating anti-scenarios for every rule. For example, the FVS scenario in the
top of Fig. 10 exhibits a behavior that should be classified as an error: the oper-
ating system does not start in the boot phase. This MR is an anti scenario for
the rule demanding that the system should indeed starts in the boot phase. The
scenario in the middle of Fig. 10 is another anti-scenario and should be consid-
ered as an error: the operating systems starts to process tasks without entering
the scheduling phase. Finally, the scenario in the bottom of Fig. 10 illustrates
an scenario which violates the priority-based scheduling policy of the operating
system.

Fig. 10. MRs as FVS anti-scenarios

6 Discussion

In Sects. 3, 4 and 5 we illustrate how FVS can be used as the specification
language to successfully denote metamorphic behavior in diverse, complex and
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meaningful domains such as UAV’s flying missions and operating systems for
On Board Computers in nano satellites design. We also employed MR’s in two
flavours: in Sect. 3 we specify MR’s to relate different goals and UAV’s config-
urations in the context of a challenging area such as the dynamic adaption of
AUV’s missions due to changes in the requirements.

In Sect. 4 we continue exploring UAV based system, but we built MR’s in
a more traditional way: to validate behavior in a BIG-DATA context, where
possible a large amount of data and information seen as traces must be checked.

Finally, in Sect. 5 we moved to validate OBC software. In particular we
focused on one popular operating called FreeRTOS. We took advantage of FVS’s
possibility to automatically generate anti-scenarios to build MR’s that behave
in the exact opposite way to the rules defining the expected behavior of the
operating systems. Exploring the opposite behavior of a requirement is an useful
way to obtain MR’s.

Based on these experiments we can conclude that FVS is an appealing frame-
work to specify metamorphic behavior. FVS expressive power and flexibility is
shown in significative domains, from UAV’s flying mission to OBC operating
systems. In addition, we showed how to denote MR’s in two ways: to relate
different UAV’s configurations and to validate outputs where the vast amount
of information make it hard to define. MR’s can be automatically generated
as anti-scenarios. When manually defining MR’s as FVS rules all the desirable
characteristics of a declarative and graphical notation shine: behavior can be
intuitively explored and analyzed by gathering the desired information from the
graphical scenarios. Finally, consistency checking of requirements and MR’s can
be easily checked combining FVS with model checkers. For example, employing
tools like GOAL [37] or [26] we can perform behavioral synthesis [12] and classic
behavioral verification [5].

7 Related and Future Work

A very appealing technique to define MR’s for BIG DATA systems is presented in
[17]. The foundation of this technique is to specify an initial set of MR’s and start
an iterative process on which MR’s are refined. The process is automated, sound
and correct. The experimentation of the research is focused on a BIG DATA
service implementation. This service, called Cell Morphology Assay (CMA) was
designed for modeling and analyzing 3D cell morphology and mining morphology
patterns extracted from diffraction images of biology cells. The implementation
is able to categorize a huge amount of biology cells images. We believe we can
replicate this procedure using FVS, since our language support the refinement
operation [3], which constitutes one possible future research line to continue our
work. Contrary to FVS, the possibility to check consistency between MRs is not
available in this approach.

Other approaches focused on metamorphic properties are [2,16,27]. These
options are mostly focused on implementation details such as the actual frame-
work tool to deploy the tests. Our approach is addressing a previous phase which
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is the exploration and specification of MRs. However, one possible combination
is to graphically denote tests as FVS scenarios and trying to explore automatic
generation of test cases.

Adaptive System in UAV’s control missions is tackled on [40]. This work
exhibits how controller synthesis can be used both to guarantee correct transi-
tioning from the old to the new mission goals including architectural reconfig-
uration to handle new software actuators and sensors if necessary. Adaptation
can occur at various levels of abstraction to respond to many different kinds
of changes. In particular, [40] deals with mobile robot adaptation that include
dynamic responses to changes in the high-level goals that the robot must achieve.
Goals and configurations are specified using temporal logics. A very interesting
framework based on hybrid components is in charge of performing all the neces-
sary architectural changes in the system to adapt to the new requirements. We
were able to reproduce and specify the behavioral specification for some exam-
ples of adaptive systems described in [40]. We denote a set of MR’s that could
be used to relate, explore, and verify goals and requirements from the old and
the new specification. We believe this can be a plus in this research line.

Temporal planning for UAV’s is addressed on [39]. A monitoring process is
implemented to verify that implicit and explicit assumptions of the environment
are not violated. If some violation of the requirements occur, it is shown that
under certain conditions some corrective actions can be taken to re enter in safe
state. The approach can be classified under the Runtime Verification label, a
formal methods technique that studies how to synthesize monitors from high-
level formal specifications of complex properties [21,39]. In our experimentation
we showed how FVS can be used to model MR’s for temporal planning and
describe how them can be used as a trace oracle and validation in BIG DATA
systems.

The specification in [39] is based on the HLOLA specification language [15,
20]. HLOLA is a very rich, expressive and powerful language with the possibility
to realize automatic validation tasks. It would be interesting trying to combine
this language with FVS’s graphical flavour.

Among other future lines of research to continue this work we would like
to take one step further FVS’s specifications and put them in action in some
simulated or real scenarios as described in [39,40]. For example, a possible tool to
consider is ArduPilot Software-In-The-Loop (SITL) UAV simulator as in [9,35].

We would also like to explore the interaction between FVS and other tools.
For example, [2] extracts MR in runtime checking the different paths in the
execution tree. In this context, FVS scenarios could be used as a monitor in
the sense given by the model checking techniques. Finally, we are exploring the
possibility to interact with automatic code and test generators like [29].

8 Conclusions

In this work we deepened the impact of MR’s for formal verification. Besides
employing them as a trace oracle for formal validation in BIG DATA we showed
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how them can be used to explore and reason about different specifications. This
is a powerful feature in order to produce the most accurate possible specification
of the expected behavior of the system under analysis.

We showed the potential of FVS as a specification language to denote MR’s
analyzing non trivial examples in cutting-edge and heterogeneous domains such
as operating systems for OBC for nano satellites and behavioral specifications
for UAV’s. In addition, the possibility to automatically generate complementary
behavior is a distinctive feature of our approach.

The satisfactory results delineated in this work aim to further blend the inter-
action between MR’s, formal verification and FVS as the underlying specification
language and framework.
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